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Introduction to                        
Quality of Service (QoS)

Session: IPS-130
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Two Questions for YOU!

ANY NETWORK EXISTS TO SERVE ITS 
USERS AND THEIR APPLICATIONS?

AT THE END OF THE DAY, THE BOSS IS 
HAPPY WHEN THE BUSINESS-CRITICAL 
APPLICATIONS AND USERS HAVE BEEN 
SERVICED EFFICIENTLY?
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Agenda

• What Is QoS?

• Why QoS—Isn’t Bandwidth Enough?

• The QoS Architectures

• The Applications and Their Needs

• Q&A
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What Is QoS? 
The Application Perspective

• QoS is the ability of a network to service
a given application efficiently, without 
affecting its function or performance

It’s ALL about the Critical Applications!!
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What Is QoS? 
The Network Perspective

• Any Network is comprised of:

Hosts (Servers, PCs, etc.)

Routers/Switches

Links (Ethernet, POS, etc.)

• True “Quality of Service” depends on ALL
of these components working properly!

? In this talk, we focus mainly on
Routers/Switches, and Links
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The Path, as perceived by a Packet!The Path, as perceived by a Packet!AA BB

What Is QoS? 
The Network Perspective…(Cont.)

• The definition of a PIPE: 
The path from point A to point B, as perceived by a Packet

Similar to your experience in driving from city A to city B!

• QoS is the set of techniques to manage:
Bandwidth—the perceived width of the Pipe

Delay—the perceived length of the Pipe

Jitter—the perceived variation in the length

Packet Loss—the perceived leak in the Pipe
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What Is QoS? 
The Business Perspective

• Bandwidth, delay, jitter, and packet loss 
can all be thought of as resources, as you 
can only guarantee so much of each to a 
given user/application

• QoS is Advanced Resource Management 
(ARM) of the network, in order to have an 
application insurance policy, and maximize 
the ROI on the network infrastructure

? ARM Your Network with QoS!
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• What Is QoS?

• Why QoS—Isn’t Bandwidth Enough?

• The QoS Architectures
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Why QoS?? 
Isn’t Bandwidth Enough?

• What happens without QoS!

• Why and where congestion occurs

• QoS for accountability and SLAs

• Applications waiting to happen!
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Sample1—GoodSample1—Good Sample2—MarginalSample2—Marginal Sample3—UselessSample3—Useless

Why QoS?? 
What Happens Without QoS—Voice

• Listen to Sample1: The Little Red Riding 
Hood story, with NO Congestion…

Very CLEAN!
• Listen to Sample2: Sample1 with 142msec 

delay, and 12% packet loss

Irritating to listen TO!
• Listen to Sample2: Sample1 with up to 700msec 

random delay, and Up to 12% packet loss

USELESS!
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• Interactive traffic suffers freezes, 
and possible timeouts

Similar to the World-Wide Wait

• Non-critical traffic could eat up bandwidth for
critical applications

ERP/client-server applications will suffer

• Goodput of bulk transfers affected
E.g. FTP, database sync, etc.

SP: Call-record file transfer!

? Summary: LOWER OVERALL productivity

Why QoS?? 
What Happens Without QoS—Data!
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Why QoS?? 
The Mechanics of Congestion

• The root cause of congestion
is LACK of bandwidth

Demand ? capacity

Un-expected traffic patterns

• Congestion examples:

Rush-hour traffic

New Year’s Eve phone calls!

Reading electronic mail in
the morning!

? The Los Angeles Earthquakes!
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Why QoS?? 
The Mechanics of Congestion…(Cont.)

• The root cause of delay (also called latency):

Fixed-Delay—Delay in switching, propagation, and 
serialization

Variable-Delay—Due to buffering (queuing) of 
packets during congestion

The root cause of jitter (delay variation):

Congestion causes buffering, and results in packets 
being released onto the link with varying delays

• The root cause of packet-loss:

Buffer exhaustion in routers and switches
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VoiceVoice 1500 Bytes of Data1500 Bytes of Data VoiceVoice

Voice Packet
60 Bytes

Every 20 ms

~214 ms Serialization Delay

Voice Packet
60 Bytes

Every >214 ms

VoiceVoice 1500 Bytes of Data1500 Bytes of Data VoiceVoice

Voice Packet
60 Bytes

Every >214 ms

VoiceVoice 1500 Bytes of Data1500 Bytes of Data VoiceVoice

Why QoS?? The Mechanics of Congestion…
Serialization Delay Is a Problem!

• Solution to this talked about in the 
next session—QoS features!

10 Mbps Ethernet 10 Mbps Ethernet

56 Kbps WAN
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Direction of Data-FlowDirection of Data-Flow

100Mbps100Mbps

WANWAN
2Mbps2Mbps

Why QoS??
Congestion Scenario #1—Speed Mismatch

• The #1 Reason for Congestion!

• Possibly Persistent when going from LAN to WAN

• Usually Transient when going from LAN to LAN!

1000Mbps1000Mbps 100Mbps100Mbps
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Direction of Data-FlowDirection of Data-Flow

Choke 
Point

Choke 
Points

Why QoS??
Congestion Scenario #2—Aggregation

• Transient Congestion fairly typical!

HQ Hubi

Remote j

2Mbps2Mbps 512Kbps512Kbps

N*56KbpsN*56Kbps

FR/ATMFR/ATM

1000Mbps1000Mbps
1000Mbps1000Mbps

S1 S2
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STM-64/OC-192cSTM-64/OC-192c

Core1Core1 Core2Core2

STM-16/OC-48cSTM-16/OC-48c

Net-1Net-1

Net-2Net-2

Net-nNet-n

Why QoS?? 
Congestion Scenario #3—Confluence

• Always need mechanisms to provide guarantees!

• Transient Congestion occurs!
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Congestion Realities
It Exists!
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OK
White 0–64ms

NOT OK
Pink 256–512ms

Red > 512ms
Pink 256–512ms

Red > 512ms

Green 64–128ms
Yellow 128–256ms
Green 64–128ms

Yellow 128–256ms

Round-Trip Times on the Net…
Source: http://www-iepm.slac.stanford.edu

• OK within regions, N. America OK with Europe, Japan
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LinkLink Link-SpeedLink-Speed Kilobits Dropped every Second
if 1% Packet Drop Experienced 
Kilobits Dropped every Second
if 1% Packet Drop Experienced 

T-1T-1 1.544Mbps1.544Mbps 15.8115.81

T-3T-3 45Mbps45Mbps 460.8460.8

OC-3OC-3 155Mbps155Mbps 1587.2 Ø 1.4Mbits1587.2 Ø 1.4Mbits

OC-12OC-12 622Mbps622Mbps 6369.3 Ø 6.2Mbits6369.3 Ø 6.2Mbits

OC-48OC-48 2.4Gbps2.4Gbps 25165.8 Ø 24Mbits25165.8 Ø 24Mbits

OC-192OC-192 9.6Gbps9.6Gbps 100663.3 Ø 100Mbits100663.3 Ø 100Mbits

10GE10GE 10Gbps10Gbps 104857.6 Ø 103Mbits104857.6 Ø 103Mbits

The Facts of a 1% Packet-Drop!
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Why QoS?? 
QoS for Accountability…

• In an Enterprise Network:
Ensures that real-time traffic gets priority

Ensures that ERP/business-critical traffic is 
serviced appropriately

Ensures that non-critical traffic                           
(Napster, Gnotella, etc.) does NOT consume 
valuable bandwidth

Protects against denial of service attacks!
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Why QoS?? The Icing on the
High-Availability Cake: QoS!

• The Service Provider perspective:
QoS is a key IP service to offer

Application-level SLAs is a premium service

Inter-SP QoS via static agreements

Enterprise QoS + SP-QoS = End-to-End QoS!
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Source: Internet2 QBone WG

Applications Waiting to Happen!
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Agenda

• What Is QoS?

• Why QoS—Isn’t Bandwidth Enough?

• The QoS Architectures

• The Applications and Their Needs

• Q&A
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QoS Architecture Analogy…

• Think of your postal system!

A Packet ~ letter/package

A Router ~ mail-hub/Post-Office

A Link ~ land/sea/air routes

© 2001, Cisco Systems, Inc. All rights reserved. 28© 2001, Cisco Systems, Inc. All rights reserved. 28© 2001, Cisco Systems, Inc. All rights reserved. 28
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New!

Evolution of the QoS Architectures…

• Best-Effort IP Service: 1981, RFC-791

Compare to regular mail service

• Integrated Services (IntServ)/RSVP: 1997

Imagine a custom mail service

• Differentiated Services (DiffServ): 1998/99

Compare to mail service classes
(Express, Priority, Registered, Regular,etc.)

• DiffServ-Aware Traffic Engineering (DS-TE):

Imagine a custom, point-to-point mail service

Technology is still evolving!

Discussed further in PS-560, RST-231
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Differentiated Services 
(DiffServ)

The Formula for Scalable QoS
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The IETF DiffServ Model
(RFC-2474,2475,2597,2598)

• The idea is VERY simple—Offer service levels for 
packets: Gold, Silver, Bronze, etc…

• What is a service?
“Some significant characteristics of packet transmission 
in one direction across a set of one or more paths within 
a network (e.g.: Bandwidth,Latency,etc..)”...RFC-2475

• Packets of a particular service are referred to as 
packets of a particular “class”

• Meaningful services constructed using
Per-Hop Behaviors (PHB)
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The DiffServ                                            
Traffic Conditioner Block (TCB)

• Classifier: Identifies packets for assignment to Classes

• Meter: Checks compliance to traffic parameters (Token Bucket) and passes 
result to Marker and Shaper/Dropper to trigger particular action for in/out-
of-profile packets 

• Marker: Writes/rewrites the DSCP value

• Shaper: Delays some packets for them to be compliant with the profile

• Dropper: Drops packets that exceed the profile (Bc or Be)

© 2001, Cisco Systems, Inc. All rights reserved. 32© 2001, Cisco Systems, Inc. All rights reserved. 32© 2001, Cisco Systems, Inc. All rights reserved. 32
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The DiffServ Recipe for 
Constructing Services

• At the Ingress Network-Edge:                          
(Traffic Conditioning Block—TCB)

1) Classify the packets into ‘Classes’ 

2) Mark (Color) the packets for purposes
of classification in the core

3) Optionally meter a class

4) If performing (3), police or shape the class                  
(at network ingress and/or egress)

5) Queue and/or drop packets toward the core

• In the network core: (implementing the PHB)

6)   Queue and/or drop packets
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The DiffServ Architecture (RFC-2475)

TCB in Cisco IOS
Class-Based Policing

and Shaping

MQC-Based Classification
and Marking

PHB in 
Cisco IOS
LLQ & WRED
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How DiffServ Works
Step 1: Classifying Packets into Classes

• The most popular techniques: 
Incoming/outgoing interface

All/any IP traffic

Standard or extended access control list

IP RTP ports (real-time traffic)

Source/destination MAC address

DSCP or IP precedence value                                     
(If trusted and marked appropriately)

MPLS EXP (experimental bits)                                    
(If trusted and marked appropriately)

Network-Based Application Recognition (NBAR)

• E.g.: all VoIP (RTP) packets between UDP ports 
16384 and 16484 belong to the “Premium Class”
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Version
Length
Version
Length

ToS
1 Byte
ToS

1 Byte
LenLen IDID offsetoffset TTLTTL ProtoProto FCSFCS IP-SAIP-SA IP-DAIP-DA DataData

Packets are Marked @ the Edge, for Purposes of Classification in the CorePackets are Marked @ the Edge, for Purposes of Classification in the Core

The IPv4 Header and the Type of Service (ToS) ByteThe IPv4 Header and the Type of Service (ToS) Byte

The Hook for Scalable IPv4                   
Packet-Marking and Classification
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Just Remember “DSCP”Just Remember “DSCP”

IPv4 ToS vs. DS-Field
(The ToS Byte Is Re-Defined)
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How DiffServ Works
Step 2: Marking Packets of the Defined Classes

• Remember that marking can also be in Layer2!

• The most popular techniques: 

IP DSCP—Layer 3

MPLS EXP bits—Layer 2.5

ATM CLP-bit—Layer 2

Frame-relay DE-bit—Layer 2

IEEE 802.1Q/p user-priority bits—Layer 2

• E.g.: The Premium Class (VoIP) packets get 
marked with IP DSCP—‘101110’
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p

Tokens

B
Overflow

Tokens

Packets
Arriving

Conform

Exceed

B—Burst Size

p—Token Arrival Rate

How DiffServ Works Optional 
Step 3: Metering (The Token Bucket)

• Tokens keep pouring into the bucket at a
pre-defined average-rate

• If Token available, can transmit a packet
• Used by policer and shaper
• Explained in detail: Next talk

and Sess#: IPS-230
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How DiffServ Works                                 
Step 4: Metering?Policing (Dropping)/Shaping
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• Policing is used not only to drop out-of-profile packets, 
but also to re-mark them, and indicate to dropping 
mechanisms downstream that they should be dropped 
ahead of the in-profile packets!

Direction of Traffic FlowDirection of Traffic Flow

WebWeb

ERPERP

OtherOther

On Policing…
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128 Kbps 

Branch 
Office

Bottleneck

FR/ATM WAN
T1/E1

Central
Site Shaping!

Direction of Traffic FlowDirection of Traffic Flow

On Shaping…

• Shaping is commonly used where speed-mismatches exist (e.g.: 
Going from a HQ site with a T1/E1 connection to a Frame-Relay 
Network, down to a remote site with a 128Kbps connection)

• Shaping involves buffering, and various queuing/scheduling 
techniques may be used when the shaped rate is reached!

© 2001, Cisco Systems, Inc. All rights reserved. 42© 2001, Cisco Systems, Inc. All rights reserved. 42© 2001, Cisco Systems, Inc. All rights reserved. 42
IPS-130
3044_05_2001_c1

How DiffServ Works
Steps 5&6: PHB by Queuing and/ Dropping

• Queuing refers to: (congestion management)

Buffering packets when interface is congested

Scheduling packets out of the buffer onto the link 
(Algorithms: FIFO, CBQ, WRR, etc…)

Outbound PacketsOutbound Packets
SchedulerScheduler

Packets in
Various Queues

Packets in
Various Queues
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How DiffServ Works
Steps 5&6: PHB by Queuing and/ Dropping…(Cont.)

• Dropping can happen:
At the edge when policing 
In the edge/core when buffers are exhausted and signal
congestion to the end-nodes for back-off  (Tail Drop)
In the edge/core to do congestion avoidance and signal
congestion to the end-nodes that can back-off

© 2001, Cisco Systems, Inc. All rights reserved. 44© 2001, Cisco Systems, Inc. All rights reserved. 44© 2001, Cisco Systems, Inc. All rights reserved. 44
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Time

Queue 
Utilization100%

Tail Drop

3 Traffic Flows Start 
at Different Times

Another Traffic Flow
Starts at This Point

A Note on Congestion Avoidance

Avoiding Global Synchronization!
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The Various PHBs
(Using Queuing and Dropping)

• Expedited Forwarding (EF): RFC2598
Very low delay, low jitter, assured bandwidth 

Compare to express mail, with overnight delivery

• Assured Forwarding (AF): RFC2597
Assured amount of bandwidth

IETF has defined four AF classes

Compare to registered mail—very safe, and assured

• Class Selector: Backwards compatible with
IP precedence for Forwarding Probability (FP)

FP(Precedence (x+1)) ? FP(Precedence (x))

Compare to FP(Express Mail) ? FP(Priority Mail)

• Default: Best effort ~ normal mail

© 2001, Cisco Systems, Inc. All rights reserved. 46© 2001, Cisco Systems, Inc. All rights reserved. 46© 2001, Cisco Systems, Inc. All rights reserved. 46
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PHB in Cisco IOS
LLQ & WRED

The DiffServ Architecture Again…
(RFC-2475)

TCB in Cisco IOS
Class-Based Policing

and Shaping

MQC-Based Classification
and Marking
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Cisco IOS DiffServ

• Cisco IOS 12.1(5)T,12.2(1)M and later versions are 
fully compliant with all the core DiffServ RFCs                 
(RFCs: 2474,2475,2597,2598)

• Compliant platforms*:

C26xx, C36xx, C72xx, C75xx

Other platforms have most of the pieces

Full compliancy in the near future…

? ARM your network with DiffServ!
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Real-World DiffServ!

• EQUANT ANNOUNCES PRIORITY SERVICE FOR 
URGENT VOICE AND DATA TRAFFIC
Equant will support:

Real Time Class—optimized for toll quality Voice over IP and time-
sensitive applications { The EF PHB }

Interactive Class—designed to give quick response for business critical 
applications { The AF PHB }

Standard Business Class—suitable for day-to-day business 
applications, client server traffic and corporate web traffic  

{ The AF PHB }

General Class—ideal for email, Internet http traffic
and Notes replication                   { The AF/Default PHB }

• For further information… http://www.equant.com
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Integrated Services            
(IntServ w/RSVP)

The Control Plane for QoS
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The Fundamentals of IntServ
(RFC-2210, 2211,2212,2215)

• Preserve the End-to-End semantics of IP for QoS

• Key end-points are the senders and the receivers

• Applications request desired service from the network
for a Set of Microflows

• Definition of a Microflow (MF : The 5-Tuple):

Source Address

Destination Address

Transport Protocol

Source Port#

Destination Port#

• E.g.: A VoIP call (two MFs: from me to you and from you to me)

? Imagine a custom Postal-Service for you!!
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The Three IntServ Components

• Specification of WHAT the sender is sending: 
(Rate,MTU,etc.)—the TSpec

• Specification of WHAT the receiver needs: 
(Bandwidth,Path MTU, etc.)—the RSpec

• Specification of HOW the signalling is done to 
the network by the sender and the receiver:

RSVP is the Signalling Protocol for IntServ 
(Resource ReSerVation Protocol)
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The Motivation for 
IntServ/RSVP VoIP and Video

• VoIP and video work great with the 
DiffServ EF PHB

• But…
DiffServ has no concept of a call

Admission control may be necessary

• RSVP for:
Signaling resources for a call

Maintaining and tearing down resources
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Note that There are 2 Separate Reservations!

PATH

RESVRESV

RSVP Operation at a Glance

200.2.1.1

198.1.1.1

192.10.20.1

Sender
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Bandwidth = 24kbps

Soft-State

PATH

RESVRESV

RSVP: What Happens within the Routers

200.2.1.1
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The Pros and Cons of IntServ/RSVP

• Pros:
Fairly automatic QoS! Only thing to provision is RSVP 
bandwidth on interfaces

Integrates well with a policy infrastructure
(COPS—Common Open Policy Service)

Microflow granularity for QoS

• Cons:

State and signalling overhead for large networks

Constant refresh messages 

Per-flow Classification,Policing,Queuing, and Scheduling is a 
significant overhead with very large # of flows
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IntServ/RSVP Support in Cisco IOS

• Recommended IOS 12.1(5)T/12.2(1)M

• Supported Platforms:
C8xx, C17xx, C26xx, C36xx, C72xx, C75xx

• Deployed mainly in enterprises

• Upcoming IntServ/RSVP-DiffServ 
integration very important for highly-
scalable and ubiquitous deployments!
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Agenda

• What Is QoS?

• Why QoS—Isn’t Bandwidth Enough?

• The QoS Architectures

• The Applications and Their Needs

• Q&A
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Traffic Distribution TCP Traffic Breakdown

Typical Backbone Traffic Mix

Source: MCI/NSF OC-3MON via http://www.nlanr.net, 1998
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Source: http://www.caida.org

Traffic Workload by Protocol

19 Aug ’99, UCSD—Cerfnet
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On Source Predictability…

• TCP will keep at most a certain 
amount of traffic in flight

We say it is “elastic”—rate is proportional
to latency

• Voice will send only and exactly as fast as 
the coding algorithm permits (also Video 
to an extent)

We say it is “inelastic”
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TCP Flow Statistics

• >90% of sessions have ten packets each 
way or less

Transaction mode (mail, small web page)

• >80% of all TCP traffic results from <10% 
of the sessions, in high rate bursts

? It is these that we worry about managing
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H.323 Voice/Video

• Voice

Constant bit rate when sending

Relatively small messages (44–170 bytes)

• Video 
Generally high variable bit rate

Controlled by codec efficiency on picture

Message size can be close to the MTU                       
(100-1500 bytes variation)
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Cumulative Transmission Path Delay

Time (msec)Time (msec)

00 100100 200200 300300 400400

Satellite QualitySatellite Quality
Fax Relay, BroadcastFax Relay, BroadcastHigh QualityHigh Quality

Delay Target (max)Delay Target (max)

500500 600600 700700 800800

ITU’s G.114 Recommendation = 0–150 msec 1-Way Delay

? For More Information on VoIP Deployment Issues,
Please See Session#: VVT-101 and VVT-213

? For More Information on VoIP Deployment Issues,
Please See Session#: VVT-101 and VVT-213

VoIP Delay Budget



Copyright  © 2001, Cisco Systems, Inc..  All rights reserved. Pr inted in USA.
CPNS_Feb2001_QoS_Overview_ITD 33

© 2001, Cisco Systems, Inc. All rights reserved. 65© 2001, Cisco Systems, Inc. All rights reserved. 65© 2001, Cisco Systems, Inc. All rights reserved. 65
IPS-130
3044_05_2001_c1

Delta Frames
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Video: Typical Traffic Pattern
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Delta Frames

Video: Effect of Delay
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Distribution of Deliveries in Time

T
ra

n
sm
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o
n

 T
im

e
Playback 
Point

Unless it’s 
Too Late…

Typical 
Delivery

Application Buffers Data
to Ensure Consistency

Preferred Delivery
Interval

Preferred Delivery
Interval

Video: Playback Point

© 2001, Cisco Systems, Inc. All rights reserved. 68© 2001, Cisco Systems, Inc. All rights reserved. 68© 2001, Cisco Systems, Inc. All rights reserved. 68
IPS-130
3044_05_2001_c1

VoiceVoice FTPFTP ERP and
Mission-Critical

ERP and
Mission-Critical

Bandwidth Low to
Moderate

Low to
Moderate

Moderate
to High

Moderate
to High

LowLow

Random Drop Sensitive LowLow HighHigh Moderate
To High

Moderate
To High

Delay Sensitive HighHigh LowLow Low to
Moderate

Low to
Moderate

Jitter Sensitive HighHigh LowLow ModerateModerate

Typical Application
QoS Requirements
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Understand Application NeedsUnderstand Application Needs

Construct a QoS Policy (Queuing, Dropping, Signaling,etc)Construct a QoS Policy (Queuing, Dropping, Signaling,etc)

Test the QoS Policy (Lab, Portion of Network)Test the QoS Policy (Lab, Portion of Network)

Adjust and Implement a QoS PolicyAdjust and Implement a QoS Policy

Monitor Key Network Hotspots!

?

Monitor Key Network Hotspots!

?

In Summary… 
ARM Your Network With QoS!
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Questions??
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Introduction to                       
Quality of Service (QoS)

Session IPS-130

72© 2001, Cisco Systems, Inc. All rights reserved.© 2001, Cisco Systems, Inc. All rights reserved.© 2001, Cisco Systems, Inc. All rights reserved.
IPS-130
3044_05_2001_c1

Please Complete Your 
Evaluation Form

Session IPS-130
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Appendix
(Misc. Information)
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Are SLAs Important? Absolutely!
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AF Class 1: 001dd0

AF Class 2: 010dd0

AF Class 3: 011dd0

AF Class 4: 100dd0

E.g. AF12  = Class 1, Drop 2,
thus “001100”

E.g. AF12  = Class 1, Drop 2,
thus “001100”

dd = drop preference

The DiffServ AF PHB
(4 Classes, 3 Drop Preferences)

• Four independently forwarded/queued classes  

• Within each AF class, 3 levels of drop preference
Used to increase the probability of dropping, especially 
when traffic exceeds configured rate/CIR
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A Note on Congestion Avoidance
Achieved through Dropping..

• Definition of congestion avoidance:
When the physical interface is maxxed out, packet buffers 
start to fill up; Congestion Avoidance aims to prevent buffer 
exhaustion, and future congestion by dropping packets in 
anticipation of the sources backing off!

• The congestion mechanisms available are RED 
(Random Early Detection), and WRED (Weighted 
RED)—covered in Session IPS-230

• TCP-based applications back-off when packet drop is 
detected; other UDP-based Intelligent applications such 
as RealAudio/RealVideo can also react to congestion 
signals such as packet loss
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